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Developing, Deploying and Managing a Risk-
Adjusted Data Security Plan

UIf Mattsson
cTo
Protegrity

Not too long ago, many security experts believed that the best way to defend data was to “ e t ro L —~ n e
apply the strongest possible technological protections to all of the data, all of the time. While I

that plan may work perfectly in theory, in the real world of business this model creates
unacceptable costs, performance and availability problems.

Myths and Realities of Data Security and Compliance:
The Risk-based Data Protection Solution

Michael Boldizar, founder of Knight Information Security Consulting
Ulf Mattsson, CTO, Protegrity
Today, perhaps more than ever, information security is capturing the attention of the CIO. Many

companies have enhanced their perimeter and network security infrastructures. Yet, we still see a
large number of security breaches, and legislation being passed to encourage companies to increase

rote r—it security defenses. So what’s lacking in the current information security arsenal? What are the major
\ ) p g y driving factors behind these phenomena? How can companies evaluate information security and what

are some of the remedies to address these issues?
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Enterprise Data Protection - Understanding your
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Control & Security of Enterprise Data

UIf Mattsson, CTO, Protegrity
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« We have met the threat
and they are us.

= > - New processes
i i " - New technologies
- Complacency

* You need very different
armor to survive a
sniper's rifle shot than
you do for a hailstorm.

« Threats will always
change faster than

,-) W user behavior

Trust in, and value from, information systems
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“How important to your IT security organization will each
of the following issues be in the next 12 months?”

Data securit

Application security

Business continuity/
disaster recovery

|dentity and
access management

Managing vulnerabilities
and complex threats

Aligning IT Security
with the business

User security
training and awareness

Regulatory compliance

9( 0

22%
41%
31%
38%
= Very Important
39% ®m [mportant

42%
44%

34%

Base: 1,782 North American and European enterprise and SMB decision-makers responsible for IT security
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Networks and Devices 414

End-User Devices 7%
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Percent of breaches in caseload
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